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1 Scenario 
A customer has a headquarters with a couple of employees and 5 home/satellite offices. As the 
employees from the home offices need to access a server in the central office and transfer sensitive 
data, he wants to use VPNs. He wants to make sure that nobody else can connect to this server and 
that nobody in the Internet can decrypt the data. 
 
The customer is using the Quadros also to make free phone calls to the home offices. But these calls do 
not need to be encrypted. 
 

 
 

 

1.1 Objectives of the scenario 

• The PCs located in the home office A and B can access the LAN and therefore the main server in 
the headquarters.  

• The server in the headquarters is still safe, nobody else from outside can access it. 
 
The data transport between the home office and the main server is strong encrypted, nobody can 

tercept that traffic. in
 

1.2 Requirements and Preparations 

• rnal networks must be disjunctive. This is a technical requirement for the IPSec VPN to 

ides the LAN is 172.30.0.0, netmask 255.255.0.0 then the VPN can not 

•  

The PCs in the different location are using the Quadros as their Internet gateways. 

All inte
work. 
In practice: If on both s
connect the two sides. 
See also the sketch above as a valid example. 

All Quadros are installed and working, all of them have internet connectivity.
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2 Configuration 

2.1 Configuring the Headquarters 

Here we will create 2 IPSec VPN endpoints so that the home office A and B can connect to them. 

• Go to VPN Configuration -> IPSec Configuration 

• Click on the Add Link to start the wizard. 

On the first page of the wizard type in a Connection Name and keep the Peer Type Qu• adro. 
 spaces are allowed here. 

 On the second page of the wizard enter the following values: 
 

In our example we use the Connection Name homeofficeA. No

•

Field Value Comment 

Dynamic IP/Static IP Static IP s a static IP, so here we The home office A ha
can select Static IP 

Remote Gateway IP 197.208.111.7 This is the IP of the home office A Quadro 
address 

Tunnel Checkboxes 

bnet 

f the 
headquarters and the home office A 

Check only  
Local Subnet 
<>Remote Su

This will connect the local networks o

Remote Subnet IP 172.30.5.0/24 This is the subnet at home office A 

Local Subnet IP /24 net at the headquarters. 172.30.1.0 This is the sub

Keying Type Auto(IKE) Easiest way. 

 

• On the next page then: 
 
Field Value Comment 

Shared Secret secretone 

used to establish a 
onnection. 

This secret has to be identically on both sides 
of the connection. It is not the key that will 
encrypt the data. It is just 
c

PFS checked  

 

• On this page press Finish to complete the wizard. 

• The wi will look like: 
 

zard will take a while to create the VPN and the table of the VPN connections 
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N• ow click on the Add Link to start the wizard and create the VPN to the second home office. 

• e first page of the wiz n a connectio his time homeofficeB. 

•  w
 

On th ard type i n name, t

On the second page of the izard: 

Field Value Comment 

Dynamic IP / Static IP 
so here we must select Dynamic IP 

Dynamic IP The home office B has a dynamic IP address, 

Tunnel Checkboxes Only check  
Local Subnet <> 
Remote Subnet 

 the This will connect the local networks of
headquarters and the home office B 

Remote Subnet IP 172.30.6.0/24 This is the subnet at home office B 

Local Subnet IP 172.30.1.0/24 This is the subnet at the headquarters. 

Keying Type Auto(IKE) Easiest way. 

 

• On the next page then: 
 
Field Value Comment 

Shared Secret  his secret has to be identically on both sides 
of the connection. It is not the key that will 
encrypt the data. It is just used to establish a 

secrettwo T

connection. 

PFS checked  

 
Please Note: 
If t er
VP  

his h has as well a dynamic IP address, then 
ome off

 

• On he VPN 
an

 

h e is more than one VPN where you have to select Dynamic IP/Roadwarrior, all these 
Ns have to share one secret. 

 example: If you create a VPN to home office C, whicIn t
h ice B and C must have the same Shared Secret. 

 this page press finish to complete the wizard. The wizard will take a while to create t
d the table of the VPN connections will look like: 
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• T e top of 
yway it 

sh
 

o activate both VPNs, check the box in the leftmost column and click the start link at th
the table. Of course the VPNs will not work yet, as the remote side is not configured. An

ould show something like: 

 
 
Note the difference in the status occurs because of the difference in the St
the remote IP is static, each side of the VPN may try to establish a conne

atic/Dynamic Remote IP. If 
ction. If the remote side is 

ynamic the local side does not know where to connect to and is waiting for the remote side to start the 
nnection. 

Now the headquarters is ready to get connected from the home offices.  

2.2 C

He w
 

• 
izard. 

• n the first page of the wizard type in a Connection Name and keep the Peer Type Quadro. 
 example we use the tion name homeOffice

c s at both ends of a . They 

• 
 

d
co
 

 
 
 

 onfiguring the home office A 

re e will create the IPSec VPN endpoint for the home office A. 

Go to VPN Configuration -> IPSec Configuration 

• Click on the Add Link to start the w

O
in our connec A. 
Please Note: The Conne tion Name  VPN do not have to be the same
are just names. 

On the second page of the wizard: 

Field Value Comment 

Dynamic IP/Static IP Static IP The headquarter has a static IP 

Remote Gateway IP 
address 

212.126.210.188 This is the IP of the headquarters 
Quadro 

Tunnel Checkboxes  Local Subnet 
<>Remote Subnet 

ect the local networks of 
the headquarters and the home office A 

Check only This will conn

Remote Subnet IP 172.30.1.0/24 This is the subnet of the headquarters 

Local Subnet IP 172.30.5. This is the subnet of the home office A. 0/24 

Keying Type Auto(IKE) Easiest way. 
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• On the next page then: 
 
Field Value Comment 

Shared Secret secretone This secret has to be identically on both sides of the 
connection. It is not the key that will encrypt the data. It is 
just used to establish a connection. 

PFS checked  

 

• e the VPN. 

• Th me the table 

 

On this page press Finish to complete the wizard. The wizard will take a while to creat

en check the box in the leftmost column and click the Start link. After some ti
should show: 

 

o locations is ready and can be used. 

 
 

2.3 C
Her
 

•  VPN Configuration Sec Configuration 

• st

•  wiz ection N dro. 
he omeOffice

• he a
 

 
 
If the State shows connected then it means the VPN between the tw
 

onfiguring the home office B 
ee w  will create the IPSec VPN endpoint for the home office B. 

Go to  -> IP

Click on the Add Link to art the wizard. 

On the first page of the
in our example we use t
 

ard type in a Conn
connection name h

ame and keep the Peer Type Qua
B.  

On the second page of t wizard enter the following v lues: 

Field Value Comment 

Dynamic IP/Static IP Static IP The headquarter has a static IP 

Remote Gateway IP 0.188 of the headquarters 
Quadro 

212.126.21 This is the IP 
address 

Tunnel Checkboxes Only check Local Subnet 
<>Rem et 

This will connect the local networks of 
the headquarters and the home office A ote Subn

Remote Subnet I .30. rters P 172 1.0/24 This is the subnet of the headqua

Local Subnet IP 172.30.6.0/24 This is the subnet of the home office A. 

Keying Type Auto(IKE) Easiest way. 
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• e next page e
 
On th nter: 

Field Value Comment 

Shared Secret secrettwo This secret has to be identically on both sides of the 
connection. It is not the key that will encrypt the data. It is 
just used to establish a connection. 

PFS checked  

 

• On this pag  create the VPN. 

• Then ch me the table 

 

e press Finish to complete the wizard. The wizard will take a while to

eck the box in the leftmost column and click the Start link. After some ti
should show: 

 

 the two locations is established and may be 
 
If the State entry shows Connected, the VPN between
used. 
 
 
 
 

3 Accomplished Functionality 
In the sketched scenario the LANs of the headquarters and home office A / home office B are 
onnected. 
 means any PC located in the LAN of the home office A can reach any PC in the headquarters by 
eans of the IP protocol. Same with the home office B. 

 
ion shown in the home office A and entering \\172.30.1.20 
 explorer of Windows, then this request will reach the 

ser r
 
 
 
 

4 

c
It
m

As an example - when sitting at the workstat
(the IP address of the main server) in the file

ve , and the user will be asked to authenticate. 

Additional Comments 

• connect the home office A and home office B. 

• To encrypt VoIP calls between the locations as well, the tunnel checkbox:  
Quadro <> Remote Gateway must be checked on all endpoints. 

• In the same manner you can create more VPNs to home offices. 

The described configuration does not 
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• The throughput of the VPN is about 800Kbit/second with 3DES (highest encryption) 

• In the current implementation it is not possible to have both endpoints of a VPN dynamic. 

• If you want to address remote Windows machines by Windows names, then you need either to 
install or configure a WINS server, or add the host manually in the lmhosts file of Windows. This 
is out of the scope of this document. 

 


	Scenario
	Objectives of the scenario
	Requirements and Preparations

	Configuration
	Configuring the Headquarters
	Configuring the home office A
	Configuring the home office B

	Accomplished Functionality
	Additional Comments


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /DEU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


